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Summary EPFL

3PBCS is the first Credential System to our knowledge providing :
@ Anonymous Credentials
@ Sybil-Resistance
@ Accountability
@ Unlimited credential generation for a single user

@ Enhanced Privacy guarantees (without risking any of the above)

— These make 3PBCS a strong candidate for a variety of applications such as social
platforms, whistleblowing apps, e-voting etc.
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DEMO TIME!
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Limitations and Future Directions E PFL

Limitations of 3PBCS:
@ O(n) Computational and Space Complexity to the size of the PoP Transcript.
@ Blacklisting is restricted to sequential actions only.

@ Restricted Credential management at current state of advancement (e.g. Crendetial
Recovery missing).

@ PoC Implementation at present does not include our blacklist design.

Future Directions:
@ Thorough Security Analysis of the scheme.

@ Research towards alternative blacklisting methods.
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Thank You for Your Attention! E PFL

Questions and Discussion...
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Linkable Ring Signatures | EPFL

Definition (Linkable Ring Signature)

Let U be the set of r users, each associated with a public key pk, of a standard signature
scheme, where (pk,, sk,) € R, such that R C X x ) denotes a secret-public key relation. We
call U the ring. Let £ = {pki,...,pk.}. Then, let the s-th member be the signer and denote
their public key as pks € L and the corresponding secret key sks. The generic Linkable Ring
Signature Scheme is then described by the following: |

22/23
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¢ LinkableRing.Sign(m, £, sks) — o, L :
Output
L= H(L)
and
o= SPK{sks VI ((sks, pki) € R) A L = H(c)sks}(m)

where SPK denotes a Signature based on Proof-of-Knowledge (Camenisch et al., 1997).

¢ LinkableRing.Verify(m, o, L) — True/False:
Output True if the corresponding Proof-of-Knowledge included in o is verified to be
correct. Else, output False.

¢ LinkableRing.Link(L1, L) — True/False:
Output True if L1 = L, False otherwise.
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Verifiable Credentials EPFL

Definition (Credential)

A credential is a 3-tuple
cred = {metadata,C,o}

where:

1. metadata describes the metadata of the credential, i.e. a set of details regarding the use-case and context
of usage of the credential, described by any data-type.

2. C denotes the set of claims embedded in the credential. Moreover, C = Cpup U Cpriv, Where

o if claim; € Cpyp, then
claim; = {attr;, val;, provider;}

o while if claim; € Cpriy, then

claim; = {attr;, ¢;, my,, provider;}

3. o: the signature issued by the issuer over the metadata and claims embedded in the credential.
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“a

skl = PRNG (seed, ctx,) * ski_;
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pkl = H(sID)**&

skZ = PRNG (seed,, ctx,) * skZ_,
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“a

N

pk3 = H(sID)s*é

pk = H(sID)"i
pkl = H(sID)**&
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ski = PRNG (seeds, ctx,) * sk3_, l

pk3 = H(sID)s*a

' pk4 H(sID)Ska

:‘

pkl = H(sID) k&
pk2 = H(sID)"k&

i &
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credyyp{sk,, nym,o'}

-

1

U
Misbehaviour Report
R = (L, ctxa)
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L = ko™
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Misbehaviour Report
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credpyp{sky, nymyoi'}

) x. u- Reglster (ctx,,ﬂ)
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Upon receiving registration request from the service provider, IAMC node i sets:
Ri = PRNG (seed;, ctxy)

Then,

@ If k=0, i.e. itis the first registered context, set
skj = R}
@ Else, set

skic = Rj  ski_1, where ske = _ skj
i€[n]
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Then the public key share for node i for context ctxx will be:

i ski
pkk = hsI‘f)
where hgp = Hg, (sID) and Hg, (+) is a cryptographic hash function mapping to elements of the group G;.
Lastly, the shared public key for context ctxy, is

pki = hgs = ] pki
i€[n]

. Ri
Note that pk, = pk,*;, and therefore no party needs to learn the common shared secret key of any context at
any point in time.

The user after receiving the context identifier ctxx from the third-party service, queries the IAMC nodes for
their public key shares pk; for this context. Upon receiving all such shares, the user can compute the shared
public key pkx = er[n] pkj..
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O ProvideLinkageTag(ctxx, pkk, sku, o) : First the user computes a context-specific linkage tag, using the
public key for this context derived from IAMC nodes, and the user's secret-key sk,.

Li = pki®
Next, the user, prepares a credential that contains a single private claim
claimg, : {sku, ¢2,W¢2, o1}
where ¢;: “L} was properly computed using sk,” and
s, = NIZK {sku L= pk;ku}

whereas o] is a re-randomization of the signature o received upon issuance of the credential.
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This can be done using the feature of Selective-Disclosure in the Coconut, setting all attributes as private,
i.e. M = My, and using ¢; as described above as a single predicate:

credanon :{ProveCred(vko7 Mory, o, 1), Mpub}

:{{Mpw, 00, 61}, My, = w,oz}

Note that the credential above does not contain any information on the user, apart from the fact that
they hold a legitimately signed credential, and that the secret-key sk, embedded in this credential has
been used to compute Lj.

Using the anonymous credential prepared and the linkage tag computed,the user composes the following
message object:

Tagy = {ctxk, credanon, Lk }
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The MixNetwork =PrL

IAMC nodes form a layered mixnet architecture of three layers, with entry (IN), first layer (L1) and exit nodes
(OUT) on each path.

Let the pair-wise disjoint sets Sin, St1, Sout C S denote the nodes corresponding to each of these layers
respectively. Paths are computed in a source-routing manner as follows then:

O SetMixRoute(Tagy) — (mMixin, Mixe1, MiXout ) :
Parse Tagy as {ctx, credanon, L}
1. mixsy < Hpix(ctxy), where
Hnix : {0,1}* — Sin is a cryptographic hash function public to all users.
. $
2. mixp, <— SL1.
. $
3. MiXgyty < Sout-
Return (mixin, Mixei, MiXout ).
@ The user performs layered encryption on tag message, using public keys of all nodes in the path.

@ Having tags of the same context sent to unique entry nodes, enables threshold batching: the entry nodes
will ensure that they have received a threshold 7 > 2 of tags for each context, before relaying them to the
next node in layer L1.
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Upon initialization, each node; € S from the IAMC, initializes its local blacklist hashtable blacklist [] < 0.

Then, upon receiving the misbehaviour report {ctx;, L{'}, for user u under context ctx; each node; € S proceeds
as follows:
O BlacklistReport(L}, ctx;) :
for n=0; j+n< k; n++:

blacklist;[ctxjm] + =LY ;

R,’7 = PRNG(seedh Qth+n+1);

i

broadcast (LJ‘-’H)R";
while not ((LJ‘.’H)Rﬁ received Vs € S):
wait();

le'l+n+1 = HSGS(LJl'I+n)RZ H
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Additionally, to maintain the blacklist across new contexts being created, the nodes run the following procedure
every time a new context ctx is registered (by a third-party service) and RegisterContext(ctxx) is executed:

¢ UpdateBlacklist(ctxy) :
R] = PRNG (seed;, ctx);
for L in blacklist[ctxi-1]:
broadcast (L)R;
while not ((L)R received Vs € S):
wait();

blacklist [ctx,]+ = [[,.s(L)%;
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We recall that a linkage tag for context ctxx from user u is computed according to the procedures
RegisterContext and ProvideLinkageTag, described above, where

Lz _ kak” _ hsku*skk _ hSku ses Ski
= pk, " = =

sID
Moreover, recall that Vs € S we have that ski,; = R i * skq, where R;,; = PRNG(seed;, ctx+1), yielding

skiyr = »_(skiv1) = O (Ris1 * ski) = sk ¥ Risa

seS seS seS
Note that in procedures BlacklistReport and UpdateBlacklist above we have

u o N sky *skk*R,f+1
Liyr = H Li) ™ H herp
sES seS

. hS[;‘]’)*Skk*ZseS Rk+1 _ hSkU*Skk+l
S
sky
= pkii1
Hence, the linkage tag collectively computed by the IAMC nodes, corresponds to the tag that would be
computed by the user themselves for context ctxii1.

ksandros.apostoli@epfl.ch (EPFL) Master Thesis

March 22, 2022 23/23



-
Security of Blacklist Entries

cPrL

N — 1 Colluding Malicious Servers (IAMC or Service Provider)

|

compute L, given L

Guess Randomization factor Rxkt1 =
> ecs Riq1 for the secret key skyy1 of
context ctxki1 where skir1 = Riy1 * skk

Access to all partial updates for an arbitrary
linkage tag, i.e. (L{)Rer1vs € S, for
any arbitrary context ctky and user u

[

[

CDH Assumption on pkfi+l

IAMC nodes will share (L§)R&+1, if and
only if (L;) belongs to their local blacklist

Figure: Attack Tree for Blacklist Entries
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Complexity Analysis

cPrL

Procedure

Communication Size

RequestCredential O(n) O(m+ q)
IssueCredential O(n) O(m)
ProveCredential O(1) O(m)
ProvideLinkageTag O(n+r) O(m)
VerifyCredential O(1) O(1)
VerifyLinkageTag O(1) O(1)
RegisterContext O(n) O(1)
UpdateBlacklist O(n?) O(1)

Table: Communication and Size Complexity for 3PBCS procedures. n - number of IAMC nodes; m -
number of private credential attributes; g - PoP Transcript Size; r - length of mix-route.
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Figure: Effect of PoP Transcript size on credential issuance in 3PBCS.
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