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We're facing hard global problems
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Wil decentralized technologies...

AL SV
Help us find Serve everyone’s
wise solutions? collective Interest?



Whom do our systems represent?

Most systems today: What we urgently need.:
Wealth-centric stake Person-centric stake
* One dolla * One person, one vote
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[Kera] [Verity Weekly]


https://www.verityweekly.com/what-would-newtons-laws-be-for-social-sciences/
https://think.kera.org/2020/09/15/the-invention-of-money/

The Fundamental Problem

Today'’s Internet doesn’t know what a “person’ Is

~Internet
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Proof of Personhood (PoP)

Any method of assigning tokens “1 per person”
* “Identity and Personhood in Digital Democracy”
 |deally: inclusive, equal, secure, and private

/ @ realljpersonO

PoP system

e.g., PoP parties, PoP tokens
Crypto-Book, 1 per person
CanDID, etc. — o R
T — CharlieO

real person


https://bford.info/pub/soc/personhood/

There are many approaches to PoP
... all with appeals & tradeoffs

Approach
Government Identity : :
Biometric Identity :
Self-Sovereign Identity :
Proot of Investment :

Social Trust Networks : - -
Threshold Verification -

Pseudonym Parties




Privacy in Proof-of-Personhood

Privacy Is important in at least two different ways:

* Privacy in how PoP tokens are created

- What info must you disclose, to whom, to convince
everyone your PoP token represents a real person?

* Privacy in how PoP tokens(are used) is talk's

focus

- What info must you disclose (or leak) each time
you “show” your PoP token for some purpose?

If you don’t care about privacy, then maybe just
reveal your SS#/AVS#/equivalent to everyone



Example application: social media

Social media

system
centralized or
decentralized

Q

@Alice

R Follows | R

@Bob @Ellen
But are
R /followers they real?

@Charlie




(=) Intelligencer

LIFE IN PIXELS | DEC. 26, 2018

How Much of the Internet Is Fake?
Turns Out a Lot of It, Actually.

By Max Read W @1

[Ayatgall Tuleubek Intelllgencer]


https://nymag.com/intelligencer/2018/12/how-much-of-the-internet-is-fake.html
http://nymag.com/intelligencer/2018/12/how-much-of-the-internet-is-fake.html

Privacy versus accountability online

“Privacy Is good!”

“Anonymity Is a
human right!”

“Pseudonyms
can protect
free speech!”

“Everyone
plays several
roles in life!”
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Privacy versus accountability online

“Privacy I1s good!” “What are you hiding?”
“Anonymity IS a “Anonymity protects
human right!” abusive behavior!”

“We need online
accountability!”

“Pseudonyms
can protect
free speech!”

“Real names!”

pllzgl;/esr)/sC)er\]/ee o “Blue verified

SE\ accounts!”
roles In lifel”
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3PBCS: a privacy-preserving
personhood-based credential system

3PBCS creates perdentials: credentials usable to

* Reveal & prove properties about the bearer
- e.g., age > 18, have Ph.D. from U, usual SSI stuff

* Create pseudonyms with “real person” status &
- Sybils allowed! professional, personal, hobby... ViV,

* Allow counts/quotas with 1-per-person weight
- Followers, likes, etc. count only unique real people

Builds on any PoP scheme + Coconut credentials


https://bford.info/thesis/2022-apostoli/

Perdentials: an illustrative scenario

Social media

system
centralized or
decentralized

PoP system
e.g., PoP parties,
Crypto-Book,
CanDID, etc.

3PBCS
perdentials

! :
PoP tok Privacy Q
OF tokens divider 0 A
1 per person IS Aake "7 @Alice@
‘__--‘ pseudonym

@ Q gut® Follows

Dave "tEma Q may be public
ENEn —
real person I i i @Bob & @Ellen
pseudonym pseudonym

Charlie

real person hidden @Charlie @ verified
associations pseudonym  real people

@ Q Q 2 followers



Soclal media with 3PBCS

Everyone including @Ellen can see and know:
o« “@Alice follows @Ellen”

e “@Bob follows @Ellen”

e “@Charlie follows @Ellen”

* “Ellen has 2 (real-person) followers”

But no one learns which 2 accounts are
pseudonyms of the same real person

* Not even the social media platform



Limitations, challenges, future

Initial mechanism has unscalable elements

* PoP credential - Coconut credential proof
currently linear in anonymity set size (fixable)

* Difficult: preserving privacy under dynamics

- E.g., If adversary sees “everything” both before &
after Alice follows Ellen

* Performance, scalabllity, generality, ...



Conclusion

Decentralized technologies can’t solve world’s
hard problems if they can’t represent everyone

* Achieving that will require some form of PoP

* Both creation & use of PoP tokens need privacy
3PBCS creates pseudonym-friendly perdentials

* Prove “real person” status, allow >1 per person
* Metrics (e.g., “followers) count unique people
Privacy can work with, not against, accountabllity!
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