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The DEDIS lab at EPFL: Mission

Design, build, and deploy secure privacy-preserving

Decentralized and Distributed Systems (DEDIS)

• Distributed: spread widely across the Internet & world

• Decentralized: independent par:cipants, no central authority,

no single points of failure or compromise

Overarching theme: building decentralized systems

that distribute trust widely with strongest-link security

Weakest-Link
Security

Strongest-Link
Security



  

Why Digital Democracy?



  

Greater Convenience

[Kenneth Hacker, The Progressive Post]

https://progressivepost.eu/debates/realities-digital-democracy


  

Richer Participation

[Ehud Shapiro, Open Transcripts]

http://opentranscripts.org/transcript/biomolecular-computing-internet-democracy/


  

Online Self-Governance

Can digital forums and communities self-govern?



  

Democracy Needs a Foundation

[Michalis Kountouris, Michael Cacoyannis Foundation]

https://www.livinlovin.gr/%E2%80%9Csolidarity-value-of-democracy-and-culture%E2%80%9D/


  

Democracy’s Foundation is People

[Encyclopedia Britannica]

https://www.britannica.com/topic/democracy
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Digital Democracy has a Problem… 

[IBM/The Atlantic]

https://www.theatlantic.com/sponsored/ibm-transformation/the-birth-of-the-digital-democracy/247/


  

People are Physical, not Digital

[Marcus Feldthus]

https://blogs.ubc.ca/marcusfeldthus/2014/09/18/the-digital-people-who-are-we-dealing-with/


  

People Aren’t Online, Only Profiles

[Pixabay, The Moscow Times]

https://www.themoscowtimes.com/2018/09/28/80-percent-russians-will-have-state-gathered-digital-profiles-by-2025-official-says-a63027


  

Online, the People are Fake

[Ian Sample, The Guardian]

https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them


  

Their Followers are Fake

[Ren LaForme, Poynter]

https://www.poynter.org/tech-tools/2018/how-to-tell-if-you-have-fake-twitter-followers-and-how-to-remove-them/


  

The News is Fake

[Krista Kennell, The Atlantic]

https://www.theatlantic.com/technology/archive/2018/03/largest-study-ever-fake-news-mit-twitter/555104/


  

The Reviews are Fake

[Mat Venn, Medium]

https://medium.com/@matvenn/fake-reviews-afd7d45d4fcb


  

The Likes are Fake

[Rabbit Consulting Group]

https://www.rabbitconsultinggroup.com/single-post/2017/02/06/The-impact-of-social-bots-on-elections


  
[Ayatgali Tuleubek, Intelligencer]

https://nymag.com/intelligencer/2018/12/how-much-of-the-internet-is-fake.html
http://nymag.com/intelligencer/2018/12/how-much-of-the-internet-is-fake.html


  

What Is the Missing Foundation?

[All About Healthy Choices]

https://allabouthealthychoices.wordpress.com/2017/05/03/good-health-requires-a-strong-foundation/


  

Maybe Digital Identity – Right?

[UNCTAD]

https://unctad.org/news/secure-identities-can-boost-inclusivity-digital-economy


  

Self-Sovereign Identity, Maybe?

[Wikipedia]

https://en.wikipedia.org/wiki/Self-sovereign_identity


  

Digital Identity is a Red Herring

[Darin Stevenson, Medium]

https://medium.com/@organelle/climate-change-is-functioning-as-a-red-herring-9300cdd547be


  

At Best It’s the Wrong Tool

[Frits Ahlefeldt]

https://fritsahlefeldt.com/thrive/nail-screw/


  

At Worst It’s a Siren’s Song

[Herbert James Draper, Wikipedia]

https://en.wikipedia.org/wiki/Ulysses_and_the_Sirens_(Draper)


  

Digital Identities are Just More Profiles

[UK Government Digital Service]

https://gds.blog.gov.uk/2016/01/11/discovering-user-profiles/


  

In Democracy, All People are Equal

[Tricentis]

https://www.tricentis.com/blog/stand-for-racial-equality/


  

Profiles Distinguish & Divide People

[Tom Perrett, Arkbound]

https://arkbound.com/publishings-disparities/


  

ID Documents are Forgeable

[Android Fake ID Card Creator]

https://apkpure.com/fake-id-card-creator/sys.creator.app.fakeidcard


  

All IDs Can Be Lost, Stolen

[Andrés Aneiros]

https://dribbble.com/shots/3893011-Mobile-Thief


  

ID Demands Exclude People

[Fikrie Merican]

https://www.slideshare.net/fikriemerican/refugees-48373405


  

ID Demands Invade Privacy

[Charles J. Sykes, Hoover Institution]

https://www.hoover.org/research/invasion-privacy-snatchers


  

Personas or Alter Egos are Normal

[The Face]

https://theface.com/music/female-rap-alter-egos-beyonce-sasha-fierce-nicki-minaj-megan-thee-stallion-rico-nasty


  

Work, Home, Hobby, Secret Identities

[Fast Company]

https://www.fastcompany.com/90478217/working-from-home-heres-how-to-separate-the-work-from-the-home


  

Proof of Personhood

A mechanism to verify people, not identities

● For online forums, voting, deliberation, …

Key goals:

● Inclusion: any real human may participate

● Equality: one person, one vote

● Security: protect both individuals & collective

● Privacy: free expression, association, identity

– Including freedom of multiple unlinkable personas!



  

Proof of Personhood

Preprint: https://bford.info/pub/soc/personhood/

https://bford.info/pub/soc/personhood/


  

A Few Broad Approaches

Proofs of Identity 

● ID documents, biometrics, self-sovereign ID

Proofs of Investment

● CAPTCHA, proof of work, proof of stake

Proofs of Personhood

● Pseudonym parties – online or offline



  

Why not Proofs of Investment?

They’re permissionless and privacy-preserving!

[Paul Gregoire, The Big Smoke]

https://www.thebigsmoke.com.au/2018/04/10/the-shifting-definition-privacy-digital-age/


  

CAPTCHAs: Invest Human Time

● Getting harder due to AI recognition attacks

● Excludes many real people with disabilities

● Fails equality test: just solve more CAPTCHAs!

[Prince & Isasi, Cloudflare]

https://www.theverge.com/2019/2/1/18205610/google-captcha-ai-robot-human-difficult-artificial-intelligence
https://blog.cloudflare.com/moving-from-recaptcha-to-hcaptcha/


  

Proof of Work: Invest Computation

● Fails equality test: just buy & burn more energy!

[Getty Images, BBC News]

https://www.bbc.com/news/technology-47867031


  

Proof of Stake: Invest Currency

● Buy existing cryptocurrency, stake it for some time

● Earn rewards proportional to amount of stake

● Fails equality test: just buy & stake more currency!

[BitcoinWiki]

https://en.bitcoinwiki.org/wiki/Proof-of-stake


  

Proofs of Investment

Suitable for [digital] democracy only if our goal is
“one dollar, one vote”

[Economist]

https://www.economist.com/finance-and-economics/2014/05/22/one-dollar-one-vote


  

Proofs of Personhood

Can we achieve “one person, one vote” online?

● Pseudonym Parties [Ford, 2008]

● Encointer [Brenzikofer, 2018]

● BrightID [Sanders, 2018]

● Duniter [2018]

● Idena [2019]

● HumanityDAO [Rich, 2019]

● Pseudonym Pairs [Nygren, 2019]

https://bford.info/pub/net/sybil-abs/
https://encointer.org/
https://medium.com/giveth/brightid-anonymous-unique-ids-for-real-people-d45f70334ae9
https://duniter.org/en/deep-dive-into-the-web-of-trust/
https://medium.com/idena/ai-resistant-captchas-are-they-really-possible-760ac5065bae
https://medium.com/marbleorg/introducing-humanity-90ddf9ead235
https://panarchy.app/PseudonymPairs.pdf


  

Pseudonym Parties

Periodic in-person events, like Landsgemeinde



  

Pseudonym Parties

…perhaps spread out a bit more in current times

[ArchDaily]

https://www.archdaily.com/940244/domino-park-introduces-social-distancing-circles-to-adapt-to-the-covid-19-crisis


  

Pseudonym Parties

Used not for making decisions immediately but 
only giving each attendee one digital PoP token

[gov.sg]

https://www.gov.sg/article/are-digital-tokens-such-as-cryptocurrencies-a-simple-safe-and-surefire-way-of-making-money


  

One Person, One Token

How to ensure each person gets only one token?

● Attendees gather in lobby area by a deadline

● At deadline entrances close, no one else gets in

● Each attendee gets one token while leaving

Lobby
Area

1. 2.

Lobby
Area

entrances closed



  

Regular Synchronized Events

Federation of PoP groups might hold concurrent 
events with simultaneous arrival deadlines

● No one can physically attend two at once



  

Using PoP tokens

Between events, attendees might use tokens for

● Voting in online governance & deliberation

● Bypassing CAPTCHAs in online services

● Minting “basic income” in UBI cryptocurrency

Platforms might use PoP tokens for

● Counting only unique humans in likes, followers

● Allowing anonymous but accountable access



  

The Coercion, Vote-Buying Problem

How can we know people vote their true intent if 
we can’t secure the environment they vote in?



  

The Coercion, Vote-Buying Problem

Both Postal and Internet voting are vulnerable!

July 30, 2019



  

Anti-Coercion with Fake Tokens

Each attendee gets brief time in a privacy booth

● Out of any coercer’s control or surveillance

[Liz Sablich, Brookings]

https://www.brookings.edu/blog/fixgov/2016/10/14/what-should-we-expect-to-see-in-down-ballot-races-in-2016/


  

Anti-Coercion with Fake Tokens

Each attendee gets both real & decoy tokens

● Give decoy tokens to kids, sell them

● Both “work” – but only real ones count

● Only the true voter knows which is which



  

Summary of Alternatives



  

Social Trust Verification

Detect fake identities by social graph analysis

● Addresses one particular Sybil region attack…



  

Social Trust Verification

Detect fake identities by social graph analysis

● …but not other realistic scenarios, like this:



  

Threshold Identity Verification

Assign groups of identities to verify each other

[encointer]

https://twitter.com/encointer


  

Threshold Identity Verification

Unfortunately, attackers can hire “minions” to help

● From elastic hiring services like TaskRabbit

● Needs fewer minions than Sybil identities

● Attacker’s advantage grows until takeover

[Hans Haput, Vamers]

https://www.taskrabbit.com/
https://vamers.com/2013/03/25/minion-avengers/


  

Public Spaces Key to Digital Spaces?

Occasional public events in public spaces may
enable and secure our digital online spaces

● Many questions and challenges remain



  

Conclusion

Digital democracy needs proof of personhood

● Must be inclusive, equal, secure, private

● Pseudonym parties & others being developed

Preprint: https://bford.info/pub/soc/personhood/

https://bford.info/pub/soc/personhood/
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