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Online Voting Systems

HOTEL

Hotel

Cast votes on your own device from anywhere



Online Voting Systems

Cast the coercer’s vote



Recent Examples of Coercion
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The Potential Future of Vote Buying’
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Compensation

Online voting is susceptible to more scalable coercion threats

1. Austgen, James, et al. DAO Decentralization: Voting-Bloc Entropy, Bribery, and Dark DAOs. arXiv:2311.03530, 6 Nov. 2023.



Roadmap

e Coercion-Resistance
e |RIP Registration Protocol
e | imitations and Conclusion



Real and Voting Credentials’
Real Vote Fake Vote(s)

Intended Vote Coerced Vote

cast votes that do not count while
being indistinguishable from real credentials which cast votes that do count.

1. Juels, Ari, et al. “Coercion-Resistant Electronic Elections.” Towards Trustworthy Elections: New Directions in Electronic Voting, 2010.



Fake Credential Concerns

Verifiability Usability

2 =

Genuinely Real? Distinguish Real from Fake”?
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 TRIP Registration Protocol
e | imitations and Conclusion



Trust-Limited Coercion-Resistant In-Person Registration

Check-In Credentialing Check-Out Credential Activation
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TRIP issues voter-verifiable real credentials and indistinguishable



Registration Log

Credentialing in Booth
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Bob Iy = ElGamal(Rg, x5z € Z,)
Carol Iy = ElGamal(R¢, xc € Z))




Real Credential Issuance
Schnorr interactive zero-knowledge proof

Convince Alice /, (on public ledger) is an ElIGamal encryption of R, (given to Alice)
I’y = ElGamal(R , x4 € Z)
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a Kiosk forced to give the voter their real credential

G Cannot create fake credentials using this process
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Issuance (CJ
Simulated Schnorr interactive zero-knowledge proof

Falsely prove for Alice’s coercers that / , is a correct EIGamal encryption of
Iy = ElGamal(/ ,x € Z)
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6 Real and fake credentials indistinguishable outside privacy booth

ﬂ Voters can procedurally distinguish real and fake credentials (3 vs 2 steps)



End-to-End Coercion-Resistant Verifiable E-Voting System
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Voters

a Votegral achieves comparable latency to the state-of-the-art voting systems

a Votegral significantly outperforms Civitas, the closest comparable system



Usabillity
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Comprehension?? Distinguish Real from Fake®?



User Study

= 150 participants

= Suburban Park In
Boston, Massachusetts, U.S.A.

Instructional Video —— Registration —— Vote

~30 min per participant
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User Study Results

Create Activate Vote with
Credentials Credential Real Credential
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Roadmap

e Limitations and Conclusion



TRIP Limitations

 Side Channel Attacks

Printer Noise  Timing Attacks Electromagnetism

e Lack of post-quantum security: Scheme based on Discrete
Logarithm



Conclusion

Coercion Problem Interactive ZK Proofs TRIP Usability

STAR-Vote: 93%
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Real Credential Creation Process

(with an interactive zero-knowledge proof)
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Voter presents envelope after kiosk prints first QR code
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Creation Process (J
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Voter presents any unused envelope
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